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This DOD EMALL Newsflash is intended to notify the user community of the latest DOD EMALL releases,
enhancements, news and information.

8.1.4 Release July 19, 2009

®» DOD EMALL version 8.1.4 is now live with new site enhancements and features. A new session timeout count
down is visible next to the account name, and in the lower bar of the browser window. It counts down from 45
minutes and a warning will pop up to alert the user that their session will soon expire in two minutes if session is
not continued. The website has also been reorganized slightly to provide additional workspace and an enhanced
view. For example, the General Information sidebar was removed and the General Information links can now be
found at the bottom of each screen in the website footer.
There is a new access to the Weapon System Support Program (WSSP) Application which allows customers to
initiate WS1 transactions.
The Navy Long Term Housing (NLTH) application was also improved. Now NLTH orders are sent to Electronic
Document Access (EDA) allowing all parties to view the contracts and orders, as well as to submit invoices through
its interface with Wide Area Workflow.

PKI Enforcement and CAC / ECA Requirements Extended

®» DOD EMALL became CAC Enabled on 26 April 2009 allowing user access to a DOD EMALL account with a
Common Access Card (CAC) or a DOD-approved PKI External Certificate Authority (ECA) digital certificate.
CAC Enforcement has been extended to 01 February 2010 in lieu of the previous 01 August 2009 date. Existing
customers must obtain either a CAC or ECA card by 01 February 2010 to continue using DOD EMALL. New
customers must obtain a CAC or ECA card prior to registering.

Customers not eligible for a CAC must obtain a Hardware Assurance Smart Card Certificate. Browser-based
certificates will not be permitted. The Hardware assurance solution will require a Smart Card, a Smart Card Reader
and Authentication software. Please note: when ordering a certificate it is possible to request a "Medium assurance
token™ and that the token be placed on a smart card. The companies below will be able to provide information on
how to obtain a smart card reader and authentication software.

®» The companies below are DLA authorized and can provide the Hardware Assurance solution:

e |denTrust, Inc.
Email: helpdesk@identrust.com
Web: http://www.identrust.com
Phone: 888-882-1104
Operational Research Consultants, Inc. (ORC)
Email: ecahelp@orc.com
Web: http://www.eca.orc.com
Phone: 800-816-5548
®»  For additional questions and concerns with CAC/ECA procedures, please email dlisemall_management@dla.mil

Questions?
® Please submit your questions to: dod-emallsupport@dla.mil or you may call 1-877-352-2255.
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