INSTRUCTIONS FOR ADDING A PKI ROOT CA CERTIFICATE
TO YOUR NETSCAPE BROWSER

Provided are the instructions to obtain the DOD Root CA certificate so your Netscape Browser will recognize
DOD as a Certificate Authority.

Launch Netscape and go to the site http://dodpki.c3pki.chamb.disa.mil/. You will see Figure 1.
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Figure 1

If you have never visited this site, you should see Figure 2; otherwise you should see Figure 7.



Mew Site Certificate - Hetscape

3 New Site Certificate

ca-3.c3pki.chamb . disa.mil is a site that uses encryption to protect
transmitted information. However, Netscape does not recognize the
authority who signed its Certificate.

Although Metscape does not recognize the signer of this Certificate, you may

decide to accept it anyway so that you can connect to and exchange

infarmation with this site. / . Select " Next"

This assistant will help you decide whether or not you wish to accept this
Certificate and to what extent.
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Figure 2

New Site Certificate - Netscape

3. New Site Certificate

Here is the Certificate that is being presented:

Certificate for: U.S. Government
.S, Government

Signed by Highest Grade . " "
Encryption:  (3DES-EDE-CBC with 192-bit / Select " Next
secret key) More Info... I ’

The signer of the Certificate promises yvou that the holder of
this Certificate is who they say they are. The encryption leysl —

Figure 3
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This means at vou will be able to browse through the site
and receiv@’documents from it and that all of these documents

« Accept Yhis certificate forever (until it expires)
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New Site Certificate - Netscape

3 New Site Certific

By accepting this certificate you
information you exchange with
However, encryption will not

ensuring that all
is site will be encrypted.
otect you from fraud.

To protect vourself from #aud, do not send information
{especially personal infdrmation, credit card numbers, or
passwords) to this gife if you have any doubt about the site's
integrity.

Select " Accept this
certificate forever
(until it expires)

Check hereif you want
a warning.

Select " Next"
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Mew Site Certificate - Hetscape

New Site Certificate

You have finished examining the certificate presented by:
ca-3.c3pki.chamb.disa.mil

Y¥ou have decided to accept this certificate and have decided
Metscape Communicator warn you hefore wou send informatjpss
If wou change your mind, open Security Info from thg unicator Menu edit
Site Certificates,

Click an the Finish button to begin receivip# de€uments,

Select " Finish"
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The Security Information box will appear.

Click on Continue.
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ew Certificate Authority - Netscape

3. New Certificate Authority

You are about to go through the process of accepting a
Certificate authority, This has serious implications on the
security of future encryptions using Metscape. This assistant
will help vou decide whether or not yvou wish to accept this
Certificate authority,

Select " Next"
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Figure 9



3 New Certificate Authority - Netscape

3. New Certificate Authority

& Certificate Authority certifies the identity of sites on the
internet. By accepting this Certificate Authority, vou will allow
Metscape Communicator to connect to and receive information
from any site that this authority certifies without prompting or
Warrning you,

If you choose to refuse this Certificate Authority, yvou will
prompted before vou connect to or receive information fr
any site that this authority certifies.

Figure 10

#: New Certificate Authority - Netscape

3. New Certificate Authority

Here is the certificate for this Certificate Authority., Examine it
carefully, The Certificate Fingerprint can be used to verify that
this authority is who they say they are. To do this, compare
the Fingerprint against the Fingerprint published by this
authority in other places,

Certificate for: U.5. Government
Signed by U.S. Government __Mere Info... ]

<Back [Wext= ] Cancel

Select " Next"

Figure 11

Select " Next"




# New Certificate Authority - Netscape

3 New Certificate

Are you willing to ac is Certificate Authority for the
purposes of ceg®Tng other intermet sites, email users, or

M Accgpt this Certificate Authority for Certifying network sites
ept this Certificate Authority for Certifying e-mail users

Accept this Certificate Authority for Certifyving software
developers

=Back

Select " Accept this
Certificate
Authority for
Certifying network
sites"

Select " Next"

NS

Figure 12

¥ New Certificate Authority - Netscape

3. New Certificate Authority

By accepting this Certificate Authorit
Communicator to connect to to
information from any site th
or prompting you,

ct to and receive
certifies without warming you

MNetscape Co nicator can, however, warn you before you

Check hereif
you want a
warning.

Select " Next"

Figure 13




# New Certificate Authority - Netscape

Enter ashort
name to identify
this certificate
authority, e.g.,
DoD PK1 Root
CA. Second
timeuse- DOD
MED Root CA

Sdlect " Finish"
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N

Figure 14

The DoD PKI root certificate authorities have now been added to your Netscape Navigator. You can verify this
by selecting the Security icon in your main Netscape menu. Under Certificates, select Signers. In the list that is
displayed, you should see a new entry with the names you entered in Figure 14. Once the certificate authority
has been added, you should go to your web browser and type the web address you need to reach.



